
Biometrics in School – Information Sheet from Supplier 
 
Cunningham’s company policy is to constantly improve data security, and take on board 
advanced technology so that biometric data is secure within a school, information cannot 
be used outside the infrastructure that the school normally uses to keep personal and 
sensitive data. 
 
Having said that, there is a considerable amount of misinformation about biometrics 
available on poorly informed websites. 
 
Biometrics and Security 
 
Students, Parents and Staff can rest assured that the fingerprint images cannot be used 
by any external source for identification purposes. 
 
 
The system uses an image of the fingerprint to create a mathematical algorithm and then 
discards the fingerprint.  No fingerprinting takes place.  A fingerprint is not recorded.  No 
image is stored.  There are no latent images. 
 
The data is taken as a collection of coordinates marking a small number of ridges and 
troughs on a finger.  These coordinates are then encrypted at the point they are recorded, 
and stored as a file of 100+ digits – either 0 or 1.  A future reading matches the dame 
finger to the same coordinates. 
 
In the same way as you could not rebuild a map from a small number of coordinates, it is 
impossible with this technology to rebuild an image. 
 
Biometric data is not stored in the same database as all the personal information 
recorded by a school. 
 
The system can work with identification or verification.  Identification only works in a small 
community such as an office or a school where there is a small chance of finding a similar 
match.  The encrypted information could not be used to identify anyone within a larger 
community with any degree of accuracy at all.  At that point, verification becomes the only 
safe way to use the system. 
 
The system is secure, in that only registered scanners, with secure keys can be used, 
which are encrypted and secured for use with a particular installation.  Other scanners 
would not work with the software. 
 
Latest versions of the software have time limited back ups that can only be used on 
registered servers.  The data will then be deleted automatically.  When children leave the 
data will automatically be deleted, on a given date. 
 
If anyone wished to take a ‘fingerprint’ of a child, all they need to do at present is to give 
the child a glass of water and take the print off the glass.  Biometric data is totally different 
and considerably more secure than that. 
 



The school is responsible for the security of hardware.  Our company is responsible for 
supplying software where the security of data is paramount and stored in encrypted 
databases. 
 
It is almost always networked, but no unencrypted data apart from normal admin 
information is passed across the network. 
 
We wish to emphasise that biometrics do not violate the Human Rights Act or the Data 
Protection Act and there is no invasion of privacy. 
 
We have been providing cashless catering in schools for 7 years, and with over 1000 
happy clients, we are confident that our solutions are reliable secure and popular with 
users.  Local Education Authorities, Staff and Governors see the benefits.  Over 1000 
schools nationally have already adopted biometric technology. 
 
To confirm our view, some people feel that biometrics suggests excessive control and 
invasion of privacy.  We believe that in an age where it is increasingly difficult to manage 
identity in an electronic environment, biometrics has an innocent and secure role to play.  
Any comparison with the traditional view of taking fingerprints as part of the law 
enforcement process is at odds with what biometric technology does. 
 
I hope this addresses both the legitimate concerns that you may have and clarifies the 
matter on some of the points which we feel are perhaps not directly related to our product. 


